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Control who can look at your
My Health Record information

You can control
what’s in your My
Health Record and
who can see your
information.

My Health Record
is a secure online
summary of your
health information.

Your My Health Record
information is not
searchable on the
open internet. Your
healthcare providers
must be registered to
use My Health Record
and connect to it using
a secure computer
program.

It is against the law for
someone to deliberately
look at your record
unless it is to provide you
with healthcare. There
are serious penalties for
unlawful access.
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You can set extra privacy controls to protect your information

The My Health Record system is built to make your
health information available safely and securely. Only the
healthcare providers giving you medical care can look

at your My Health Record. If you want extra privacy, you
can set access codes or delete documents and Medicare
information from your record at any time.

Setting a Record Access Code [RAC) blocks healthcare
providers from being able to look at your My Health
Record. When you set a RAC, you can give this code to your
healthcare providers if you want them to be able to look at
your My Health Record information.

You can change the code at any time by logging in to your
My Health Record online.

Important: Once a healthcare provider has looked at your
record, they are automatically added to the Healthcare
Provider Access List in your My Health Record. This means
that even if you set a RAC on your record, healthcare
providers who have looked at your record before will still
be able to look at it without using the code.

MyHealthRecord.gov.au

Call 1800 723 471

If you want those healthcare providers to be blocked from
seeing your record, you need to remove them from the
Healthcare Provider Access List.

Setting a Limited Document Access Code (LDAC) blocks
healthcare providers from being able to look at some
documents within your record.

When you set a LDAC, you can give this code to your
healthcare providers if you want them to be able to look at
those documents.

In an emergency, your access controls can be temporarily
turned off. This means healthcare providers looking after
you can quickly see your emergency contact information,
and the allergies, medicines and immunisations. This
helps them give you safer treatment and care.

It is against the law for someone to deliberately look at
your record unless it is to provide you with healthcare.
There are serious penalties for unlawful access including
heavy fines and jail time.

How to set access controls

step by step guide
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How to set access controls

Use myGov to look at your My Health Record. If you don’t have a myGov account, go online to my.gov.au to
set one up. Once you have logged in to myGov, select ‘Services', then select the ‘Link" button to set up your
My Health Record. You will need to identify yourself by answering a series of questions about your last visit

to a healthcare provider.

How to set a Record Access Code (RAC)
Log in to your My Health Record via myGov

@ Select ‘Privacy & Access’

In the ‘Document Access Settings’
section select ‘Manage Access’

@ A drop-down list appears. Select
‘Manage Access’ from the list

Enter a 4-8 character code, then select
‘Continue’ and ‘Confirm’

This code cannot be the same as your Limited
Document Access Code, if you have one.
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Access by Healthcare Providers
e.g. GPs, hospitals, dentists, nurses, etc.
All healthcare providers involved in your care can access this record. You can control access to your

entire My Health Record by setting a record access code.

(@), Healtcare providers mvonvedt n
S1®  your care can access your record

N\
Manage Access C\:)

Access by Healthcare Providers

e.g. GPs, hospitals, dentists, nurses, etc.

Al healthcare providers involved in your care can access this record. You can control access to your
entire My Health Record by setting a record access code.

Healthcare providers involved in
;7@  yourcare can access your record

(c) &

Healthcare Provider Access List Provider can Provider also has
access your access to Restricted
record Documents

Croydon Health Service v X
o

DHS5765 v X
A

All Other Healthcare Providers

(53 Al Healthcare Providers involved in your care can access this record.

Close °

Documents from

thisprovider are
uploaded to

General Documents Manage Access
General Documents Manage Access

—

Limit access to your My Health Record

You can limit access to your My Health Record by setting a Record Access Code. A healthcare provider cannot view your My Health Record unless you provide
them with your Record Access Code. Other health care providers within the same organisation will also be able to view your record,

Note: A healthcare provider will be able to access all documents in your My Health Record in an emergency. This can be asserted by a healthcare provider in

the event of a serious threat to your health or safety.
For more information, visit the My Health Record system Help site C7 or call the Help line on 1800 723 471

You must complete allinformation.

G your Record Access Code \

Enter a4 to 8 character code i

Re-enter the code for verification i

[ l

Cancel Continue )

N 7

Confirmation of setting a Record Access Code

You are about to set a Record Access Code.

If you need further support to set a RAC, you can call the Help line on

1800 723 471 and they can set one for you.
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How to remove a doctor from the Healthcare Provider Access List in your My Health Record

Log in to your My Health Record via myGov

Ve JOHN SMITH
Bon 16.7e0-1978

s My Health Record

Select 'Privacy & Access’ ‘ m

, . ) Access by Healthcare Providers
| n th e D ocume nt Access Settl n g S e.g. GPs, hospitals, dentists, nurses, etc.

Al healthcare providers involved in your care can access this record. You can control access to your

se Ct | on se le Ct ‘ M ana g e AC ces 5' entire My Hezlth Record by setting a record access coce

Healthcare providers involved in
S1®  your care can access your record

Access by Healthcare Providers

e.g. GPs, hospitals, dentists, nurses, etc.

A drop-down list appears. Select Alvaicar prosdes b nyour are an s i e o anconkel s o301
. K . entire My Health Record by setting a record access code. Close °
Manage Access’ from the list

Healthcare providers involved in

®  your care can access your record
® & )
Healthcare Provider Access List i provider can provider also has Documents from
access your access o Restricted this provider are
record Documents uploadedto
&
(2] ot s v x -
0
m DHS5765 v X General Documents Manage Access
All Other Healthcare Providers
(3 Al Healthcare Providers involved in your care can access this record Advanced Settings Manage Access
Name of Healthcare Provider
S l_ t ‘ R ’ t h [ t ‘ C t o P Croydon Health Services
UeC emove, then selec ontinue
‘ o 5
an d C 0 nf| rm Level of access to view documents
) (Read Access)
(O General Access @ Restricted Access (O Revoked Access

Allo
doc

Level of access to upload documents
(Write Access)

@ General Access () Restricted Access
r T rovider 1o upload

Do you want to remove this Healthcare
Provider Organisation?

If you proceed, your healthcare provider will be required to re-enter the current Record Access
Code or Limited Document Access Code to gain access to your My Health Record

If you want to block this healthcare provider organisation from accessing your record, please select
‘Revoked Access' against the organisation name.

l
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My Health Record

How to set a Limited Document Access Code (LDAC)

Log in to your My Health Record via myGov

JOHN SMITH

o 2 v

wnrews My Health Record

@ Select ‘Privacy & Access’ - m

Document Access Settings

b e ders,
In the ‘Access by Healthcare Providers’ Wi oo Gocorments e you consder s | Yo Ke e an et anage Acess ()
section select ‘Manage Access’ .
E__] 8 ocument(s) | have 6 70 Document(s) in
e setas restricted access = My Health Record

You have restricted documents.

If you want healthcare providers who don't have access to your limited documents to see them you will need to set a limited document access code (LDAC) and
provide this code to your healthcare providers.

Set limited document access code
Manage document access

Grant Access to your Restricted Documents

You can give access to restricted documents in your My Health Record by setting a Limited Document Access Code. Only healthcare providers who have been
Enter a 4-8 character code, then select gen your LTited Document Acces Code can 3cces your restricted documents,

Note: A healthcare provider will be able to access all documents in your My Health Record if emergency access is required. This can be asserted by  healthcare

‘Continue” and ‘Confirm’ e e e e o s e

For more information, visit the My Health Record system Help site tZ or call the Help line on 1800 723 471

@ Select ‘Set limited document access code’

This code cannot be the same as your Record Access You must complete ol nformation
Code, if you have one.
y @yuur Limited Document Access Code \

Enter a4to 8 character code i

Re-enter the code for verification i

l I

Confirmation of setting a Limited Document
Access Code

Date From i DateTo i Document Type

08-Apr-2017 ‘@l-’ lO&May2017 |@l [AuDommsms
@ Find the document you want to block access
to, select ‘Manage Access’

Published by Given Name i Published by Family Name

I J

DocumentType ¢  Date % DocumentName ¢ Published By ¢ Published Access Level

Personal Health Note ~ 18-Apr-2017  Test JOHN SMITH 0 months ago General ‘ Manage Access ’

MyHealthRecord.gov.au | Call 1800 723 471




